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] EITC/IS/ISCF Information security and cryptography fundamentals I 3%
OEITC  BITC Certificate number: EITC/IS/ISCF/KVE23004723

Certificate Programme description: Information security threats: intentional threats, unintentional threats, malicious software (spyware, antivirus software); (=] 2 =]
Information security policy: the security policy areas, security policy rules, examples; Information security audit: audit IT tools; Introduction to cryptography: — S3=aekh
information security history, breakthroughs in cryptography, cryptology; Confidentiality and encryption techniques: substitution cypher (types. examples), number — Begle=
systems (writing system, system types), Boolean functions, transposition cipher (matrix-based implementation of the cipher), one-time pad (encryption, key usage); 1
Symmetric and asymmetric cryptosystems: encryption as a mathematical process, cryptosystems (construction, usage. defects, security), ideas of quantum  [&]d i
cryptography; Biometric systems: the biometrics term, hiometric system scheme (object identification in security systems - identification characteristics);

Certificates: application, structure of a certificate; Hash functions: string conversion; Digital signature: operating principles. characteristics of digital signature:

Kerberos server verification: authentication, passes

Certificate Programme version/revision: EITC/1S/ISCFvir2

ED EITC/BI/BAS Business and administration software I (0%
EITC  EIC Certificate number: EITC/BI/BAS/KVG230047725

Certificate Programme description: Introduction to knowledge associated with computerization of business / administration: needs and potential for computerization in
institutions (objectives of an institution, business areas, benefits of computerization), business requirements analysis, problem of information security; information and
communication technologies solutions overview: information and communication infrastructure, software support for main business processes, software for
enterprise management, complex ERP systems, other solutions based on information technologies (real time collaboration software, internet based communication
solutions, mobile solutions, systems of authorization and access control, monitoring systems), customer relationship management - CRM systems: introduction and
overview of CRM systems functionality, exemplary CRM systems (installation, configuration and system administration, customers, sales, graphs and reports, calendar
and activities organization, auxiliary tools and interface organization), Internet telephony: VolP technology, benefits and problems related to usage of Internet
telephony, VoIP devices, Internet telephony market, VolP in practice - using VolIP software and hardware

Certificate Programme version/revision: EITC/BI/BASvIr2

_|m] EITC/INT/ITAF Internet technologies and applications fundamentals I | 04%
OEITE  EI7C Certificate number: EITC/INT/ITAF/KVG23004725

Certificate Programme description: Websites: operating principles, WWW and HTTP architecture, web browsers (search mechanisms, image search), secure login to the
services (authorization and authentication, SSL certificates); Creation of a simple website: the basics of HTML and CSS; Network dataflow: FTP, web services for file
sharing, networking basics (IP, Wireless, Voice over Internet Protocal), text terminals telnet protocol, SSH protocol, remote connection applications; Efficient searching
for information on the web: online maps applications, open encyclopedia (content co-authoring); advertising portals, online videos, news on the Internet, Internet
translators (operation mechanisms, content translation); Internet communication tools: text messaging, electronic mail (theoretical fundamentals), anline collaboration
systems (Google Apps). video and audio communicators; Information society: definition, groups, blogs, Web 2.0 paradigm: Advertising on the Internet: advantages and
disadvantages, contextual advertising, Google AdWords, Google AdSense, basics of web positioning; Formal aspects of information processing on the Internet: legal acts
and requlations concerning processing of information on the Internet, copyrights

Certificate Programme version/revision: EITC/INT/ITAFvIrZ

ED EITC/BI/TF Telework fundamentals [ EEERA
EITC  EITC Certificate number: EITC/BI/TF/KVE23004725

Certificate Programme description: Introduction to telewark: flexible forms of employment in the current labor market situation, a review of the telework definition,
telework history; Telework and its organizational forms: types of telework (telework at home, telework performed outside the place of residence), telework and
outsourcing, the personality-characterological partrait of teleworker, telework and disabled person; Telework SWOT analysis: strengths of telework (telework benefits
from the employer's perspective, the strengths of telework for the teleworker), telework weaknesses, opportunities, threats; Psychosocial aspects of telework:
psychological factors of telework, telework social conditioning; Companies transformation process: ICT in modern enterprises, required telework equipment;
Information technologies for telework (software): internal communication systems, internal publishing systems, internal collaborative systems (Google Apps as a tool
for communication and collaboration, Microsoft Office Sharepoint for communication and employees management); Information technologies for telework (hardware):
portable computers, mobile devices, wireless Internet access, VolP telecommunications systems, GPS location systems: Telework in the waorld: telework in USA,
telework in EL, global perspective

Certificate Programme version/revision: EITC/BI/TFvIrZ
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_|m] EITC/BI/CAPMF Computer-aided project management fundamentals
OEITE  EITC Certificate number: EITC/BI/CAPMF/KVE23004725

Certificate Programme description: Introduction to management: management concepts, basic management functions, major trends in human resources management,
organization, teamwork (team creation, team types, standards, and objectives, roles of group members and their skills, assertiveness, conflict), communication and its
role (effective communication, types of communication in organizations, active listening and communicating); Project management and human resources management:
basic concepts of motivation, human relations and human resources model, theory of needs, leadership (situational approach to leadership. transformational
leadership), recruitment (internal and external recruitment, trait theory, job interview), training (training effectiveness); Introduction to project management: project
implementation stages, project management in practice, project schedule (PERT method); Prince? methodology: processes in PrinceZ-managed projects, components in
the PrinceZ methodology; Microsoft Project 2010: installation, application introduction, ribbon, tasks workspace. charts workspace (Bantt chart, network diagram,
workload diagram); Formal aspects of information security: secure systems design principles, STRIDE madel (Data Flow Diagrams, constructing threat model in STRIDE
methodology)

Certificate Programme version/revision: EITC/BI/CAPMFvIr2
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