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Certification Programme description:
Diffie-Hellman cryptosystem: Diffie-Hellman key exchange and the discrete log problem; generalized discrete log problem and the security of
Diffie-Hellman; Encryption with Discrete Log Problem: Elgamal encryption scheme; Elliptic Curve Cryptography: introduction to elliptic curves, elliptic
curve cryptography (ECC); Digital Signatures: digital signatures and security services, Elgamal digital signature; Hash Functions: introduction to hash
functions, SHA-1 hash function; Message Authentication Codes: MAC (Message Authentication Codes) and HMAC; Key establishing: symmetric Key
Establishment and Kerberos; Man-in-the-middle attack: man-in-the-middle attack, certificates and PKI
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